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ABSTRACT

As the memory capacity of smartphone increases, the type and amount of privacy stored in the smartphone is also
increasing. but recently there is an increasing possibility that various personal information such as photos and videos of
smartphones may be leaked due to malicious apps by malicious attackers or other people such as repair technicians. This
paper analyzed and studied the security and vulnerability of these vault apps by analyzing the cryptography algorithm and
data protection function. We analyzed 5.3.7(June 13, 2022) and 3.3.2(December 30, 2020) versions of AppLock, the most
downloaded information-hidding apps registered with Google Play, and found various vulnerabilities. In the case of access
control, there was a vulnerability in that values for encrypting patterns entered by users were hardcoded into plain text in
the source code, and encrypted pattern values were stored in xml files. In addition, in the case of the vault function, there
was a vulnerability in that the files and log files for storing in the vault were not encrypted.
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Table 1. Dynamic analysis environment

Name Description
Device Name Galaxy Noteb
Model Number SM-N920K
Android Version 7.0
Root Option Rooted
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3.1 AppLock(ver. 3.3.2)
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Fig. 1. Pattern Values
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Fig. 2. Pattern Example
i->(x,y) bArr[i] = (x[1] * 3) + y[i]
e -> (e, 9) bArr[@] ->@ =0 * 3 + 0
1-> (e, 1) bArr[1] -> 1 =0 * 3 + 1
2 -> (e, 2) bArr[2] -> 2 =0 * 3 + 2
3 -> (1, 2) bArr[3] ->5=1*3 + 2
4 -> (2, 2) bArr[4] -> 8 =2 * 3 + 2

\ 4

SHAL Apply -> ffecle7@d113b@b96c7e6cb2b33460224407a96e
Base64 Apply -> /+wecNETsLlsfmyyszRg4kQHqwa=

Fig. 3. Base64(SHA1(Arr(Pattern))) Example
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[ /storage/emulated/0/.dom0o7b1i1le/dont_remove ]

6c9d3f90697a41b(Logfile)

—{  MDs(0-99) image
: .video
H file
: thumb

Fig. 4. Vault Structure
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M [ medias CREATE TABLE medias (-id IN
3 id INTEGER "_id" INTEGER
| album TEXT “album” TEXT
|| from_path TEXT “from_path” TEXT
|| dest_path TEXT "dest_path" TEXT
|2) thumb_path TEXT “thumb _path” TEXT
|| file_name TEXT "file_name" TEXT
|| filetype TEXT “file_type" TEXT
=] file—_ext TEXT "file_ext” TEXT
|==) timestamp LONG “timestamp” LONG
|| rotation INTEGER “rotation” INTEGER DEFAULT O

Fig. 5. 6¢c9d3f90697a41b schema information

Table 2. Important columns of 6¢9d3f90697a41b

Name Description
from_path The full path of original file
dest_path The full path of hidden file

thumb_path The full path of thumb file
file_name The name of hidden file
file_type The type of original file

file ext The extension of original file
timestamp The Last time put in Vault

4.2 AppLock(ver. 5.3.7)
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Fig. 6. Vault Structure in ‘/storage’ Partition
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Fig. 7. Vault Structure in /data’ Partition
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= EMediaTable CREATE TABLE Shedis

|- _id INTEGER "_id" INTEGER
|=) driveld TEXT "driveld" TEXT
=) driveSize INTEGER "driveSize" INTEGER
=) wid TEXT "ule" TEXT
|2 albumid TEXT “albumld" TEXT
|=) alburmiarne TEXT "albumMame" TEXT
|;| mime Type TEXT "mimeType" TEXT
| mame TEXT “name” TEXT
=] filsPath TEXT “filePath" TEXT
| fileSize INTEGER “fileSize" INTEGER
[= orientation INTEGER "orientation” INTEGER
[ width INTEGER "width" IMTEGER
=) height INTEGER *height" INTEGER
[= duration INTEGER "duration” INTEGER
|2 srcPath TEXT "srcPath” TEXT
[=] srchds TEXT "srchds” TERT
|2 dateToken INTEGER "dateToken" INTEGER
=) lastTime INTEGER "lastTime" INTEGER
=) sortd TEXT "sortid" TEXT
| delState "delState”

del3 INTEGER dels INTEGER
| synState "synState”

S INTEGER 5 INTEGER

| bkpState "bkpState”

bkp3 INTEGER blpS INTEGER
2 espDevice "keepDevice”

keepDi INTEGER keepD INTEGER
) fitState itState”

fitSi INTEGER it INTEGER

Fig. 8. SMeidaTable schema information in
domobile_elock.db

Table 3. Important columns of ‘SMeidaTable’

Name Description
uid The name of hidden file
mimeType | The extension of original file
name The name of original file
fileSize The size of file
srcPath The location of original file
sreMd5 The MD5 hash value of original
file
lastTime The Last time put in Vault
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